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——o Cloud hosting @PDSA
Perkhidmatan Cloud Hosting@PDSA merupakan
perkhidmatan yang menyediakan sejumlah sumber m
virtual kepada Agensi Sektor Awam bagi menampung * ?
aplikasi yang dibangunkan berasaskan Cloud (Cloud - «
MyGovCloud@PDSA atau Malaysia Government | |§
private cloud. T
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INFRASTRUCTURE AS A SERVICE
(IAAS)

(&3 @- STORAN

CPU - RAM
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rpcenaiedlD  reromancl)  copacity D
99.5% AVAILABILITY High performance computing >3PB storage
<10ms round trip High availability Sharing resources
<10% packet loss IOPS >5000 Online processing



= HA VS. HX —

—0 Persekitaran VM mempunyai fungsi
high availability, HDD berkelajuan

tinggi

Persekitaran VM yang mempunyai
fungsi high availability, SSD
berkelajuan tinggi, replikasi secara
offsite (DR)
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Production + backup AQ Production + backup

(local & offsite) (local & offsite) +

Development & © o Disaster Recovery

Staging (tiada (tiada backup)
backup)
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o——— (VM — virtual machine)



ORCHESTRATION PERFORMANCE MULTI PLATFORM
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Service Request

Virtual Resources
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‘si Purata masa
[ Y- | 3 -5 hari untuk kelulusan

secara online

Teknikal Pengurusan
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PERMOHONAN PERKHIDMATAN
proses dan pancuan D 535
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MODUL PERMOHONAN

IMIWMD.U

Moy

Semak Semak Semak
permohonan permohonan permohonan
Kemuka Kemuka Kemuka I
permohonan permohonan permohonan
- 2. 7 W 2
(@ AGENSI AGENSI AGENSI AGENSI
< |NDUKSemak CAWAN GAN/BAHAGI\L,:\Sé\rJnﬁEATAN CAWANGAN INDUK
permohonan status /BAHAGIAN/
JABATAN
Kemuka |
permohonan @ ' @
.
GEEE————
GEEE——
AGENSI AGENSI
CAWANGAN/BAHAGIAN/JABATAN INDUK



—___ PROSES PERMOHONAN AGENSH

Emel/surat

Agensi

- MAMPU

Agensi kemuka R Kementerian Aellsis
permohonan : hantar
kepada Selia permohonan ke keperluan
: permohonan sumber
Kementerian MAMPU
Vv
Persetujuan Login ke Key in
menggunakan Pzﬁgﬁﬂogggallla MyGovCloud permohonan
perkhidmatan Service Portal secara online

Penguijian
prestasi dan
hardening
sebelum go-live

mmd dibenarkan go-

Pemantauan
operasi sistem
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PERMOHONAN

AKAUN PENGGUNA

» E-mel permohonan kepada
mygovcloudpdsa@mampu.gov.my

~ » Maklumat yang diperlukan :
' . i. Nama agensi
SerV’cePortaI ii. Nama penuh pegawai
@”dﬁ iii. No Kad Pengenalan (merupakan
user login)
iv. Alamat emel pegawai
2 Alamat pejabat
» Sekiranya terdapat perubahan pegawai, codesees

agensi perlu maklumkan melalui emel
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(CUSTOM REQUEST)

= =\

Perlu klon dari VM sedia ada (contoh: HA, temp
backup untuk perubahan besar di VM dll)

— Keperluan storan yang

terlalu besar Memerlukan lebih dari satu

virtual disk / vNic adapter

Perlu menggunakan
OVF (contoh: virtual

appliance, V2V dll) Keperluan IP

Sistem pengoperasian
tiada dalam katalog
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POLISI BACKUP

5.00 petang setiap hari (24 jam)

Daily incremental

Full backup secara mingguan setiap hari Jumaat
Full backup secara bulanan (12 salinan) —
Retention period 90 hari (local)

Retention period 30 hari (off site)

Kaedah - image snapshot
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— ALERT & MONITORING

o High usage CPU,
RAM & storage
o Network usage

Utilization Availability Security,
o w":

o Node down o North-South
o Power off o East - West
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RISIKO & TANGGUNGJAWAB

Responsibility On-Prem laaS PaaS SaaS

Data classification & accountability risks O @ () ©

Client & endpoint risks

Identify & access risks

Network risks

o

o

Application risks @)
o
o

Host risks

Infrastructure risks

Sumber : Cloud Security Alliance
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Received Incident
Information

!

Log incident in Helpdesk
System (Open Ticket)

Troubleshoot

Resolve Incident

Closed ticket

D )

INCIDENT MANAGEMENT

Log into Helpdesk System and
the assigned team to start
troubleshooting.

Gathering information from
multiple sources (end user,
collection diagram, etc.)

After an incident has been
resolved, the team will close the
ticket

KKK
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Network & Host
Assessment

Penilaian tahap
keselamatan cloud

Antivirus, Anti Malware, IPS, Web

Reputation, Application Control, Integrity

Monitoring, Log Inspection

Micro

' |
|

Security Group mengikut
agensi
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Windows 2016, 2019

Utilization,
recommendation,
performance

(on demand) N\
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— : ) Ketersediaan VM
Penyediaan storan di menghampiri zero

©000000OCOCS
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Penggunaan lesen MySQL

A
cloud PDSA untuk downtime dalam katalog VM a
kegunaan rasmi (production & staging) A
® Active-active site N
® 200 agensi (permulaan) ® Production dan backup ® Enterprise version
— e 500Gb ® Ready template
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sevice Desk
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SERVICE LEVEL AGREEMENT (SLA)
ICT AVAILABILITY & ROUNDTRIP

TREND SLA MENGIKUT TAHUN

BULAN MAR-MAY JUN-OGOS SEPT-NOV DEC 19-FEB MAR-MAY SEPT-NOV DEC 20-FEB MAR-MAY SEPT-NOV DEC 21-FEB
19 19 19 20 20 20 21 21 21
99.96% 99.92% 99.89% 99.99% 100% 99.86% 100% 100% 99.94% 100% 99.99% 99.95%

Availability Mengikut Roundtrip Mengikut
Tahun (> 99.5%) Tahun (< 10ms)
9996% - /39.94% 99.97% 99.97% ) /_104
it i e — = —
50.00% é 1 % O'57—0.115
Za —
0.00% 0]
Tahun 1 Tahun 2 Tahun 3 Tahunl Tahun?2 Tahun3

B Purata Availability Availabilty = Roundtrip



The Pillars of
PDSA'’s Service
" Desk

Asset
Management

Manage hardware
and software. Link
asset inventory to
PDSA Service Desk
and get 360 control of
IT and business
infrastructure.

Administration

Incident and Problem Management
Organize support easily with PDSA Service
Desk: manage incidents/requests, create forms,
define SLAs, and deliver the best experience to
the users.

Ticketing

With a systematic
ticketing system, each
issues can be track and
record including all the
interaction with the users
as well as internal
conversations between
technical team

Reports

By generating reports,
PDSA able to analyze
metric such as

Take control over users: average response
define entities, create time, volume of tickets
profiles and restrict received and

access to information resolution time.
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Problems e Forms
Changes * Recurrenttickets ,.ve00e
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Login to your account
A+ First time login?

Email address
I

Password

# Home O Tickets

Remember me + Create a Ticket

® Tickets v Tickets waiting for your approval

User View

B} Reservations & New

() Processing (assigned)

[ Processing (planned)

Pending

Q Solved

@ Closed

B Deleted




MAMPU/AGENSI SERVICE DESK ADMIN TECHNICAL DEPARTMENT

| 15t LeVELSUPPORT || | 2" LEVELSUPPORT [] [ 3" LEVEL SUPPORT

j‘ VALIDATE TICKET ‘

LOG TICKET ASSIGN TICKET TO
- MAMPU/Agensi SUPPORT TEAM

- Technical Assistant/ 15t LEVEL SUPPORT
Helpdesk . n
(Technical Assistant)

UPDATE STATUS
& REPORTING 4 TROUBLESHOOT ‘

The Process Flow No T
Of PDSA’S SerVice ASSIGN (Resident Engineer)
Desk
E=m

NO

3rd LEVEL SUPPORT
ASSIGN (Principal/SME)

TROUBLESHOOT
UPDATE STATUS P —
& REPORTING
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SERKIAN,
TERIMA KASIH

Do you have any questions?

22>

dc@mampu.gov.my
+603 8872 6232
PDSA

I
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Credits: This presentation template was created by
Slidesgo, including icons by Flaticon, infographics &
images by Freepik
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http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr

